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SSH

« SSH-KNto4Y ncnonb3yeTcs nporpammon ssh (nnu
Opyrum ssh-knneHTom) ang aBsropmsaumnm Ha
yoaneHHOM cepBepe

« Knto4 coctonT n3 gByx 4yacrteun: nyonmyHas 4actb U
3aKpbiTas YacTb

« He koMnpomeTupynTe CBOK 3aKPbITYIO YacTb Kno4al!
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SSH. Windows

e SSh-knneHT PulTY

« PuTTYgen ana cosgaHusa Knro4ya

« WINSCP gnsa konnpoBaHua pannos
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SSH. Windows

ﬁ’ PuTTY Key Generator ?
File Key Conyersions Help

Key
No key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(® RSA (O DSA () ECDSA () EdDSA () SSH-1(RSA)

Number of bits in a generated key: ‘2048
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SSH. Windows

&P PuTTY Key Generator ?
File Key Conversions Help

Key
Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
RSA DSA ECDSA EdDSA SSH-1 (RSA)
Number of bits in a generated key: 2048
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SSH. Windows

@’ PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa
AAAAB3NzaC Tyc2EAAAADAQABAAABAQCFaTesIRSpUSwWbbUH2RKI0CHCI9FRgQwIWDHQNf3bGgm3os Y4

709yiZ7pTgQ5diIrGPMFaViOrTuzYNMOOWyXnOuHWI 7fluvB3JL6XF1JzILT3X wjeg 1K2AzOT3SEVIp
+CIZY62zcjjic5DyY6CrQErO7PFIBSGUY/hiY0jXPUS/ 1/hErRBbc InC4bmZ/h3A87V0aHZBIBHSDBjnfxu
+w8A7pN10CULhreMRTIOqVASMwZqMTg8DmTESYTINICLU+dg8GBgMgmNKm3h4b

]

ssh-rsa 2048 SHA256:D5DIAYy7xGVuk+FD+e00emSzFEmMv3g58n66SDBJs

Number of bits in a generated key:

Key fingerprint: ‘ ‘
Key comment: ‘rsa—key—2021 1011 ‘
Key passphrase: ‘ ‘
Caonfirm ‘ ‘
Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save i€ key Save private key
Parameters

Type of key to generate:

(®)RSA (O DsA (O ECDSA () EdDSA () SSH-1(RSA)

2048
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SSH. Windows

PuTTY Configuration ?
Category:
- Session Basic options for your PUTTY session
~ Logging Specify the destinat t to connect t
£ Terminal pecify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
- Bell ‘pﬂlus.hpc.cs.msu.rul | ‘22
- Features ,
£ Window Connection type:
- Appearance (®SSH () Serial ()Other Telnet
- Behaviour
- Translation Load, save or delete a stored session
+ Selection
ke Saved Sessions
- Colours
= Connection ‘
-Data :
Default Settings
Proxy g I:Dad
B3 SSH Save
- Serial
- Tel ngt Delete
- Rlogin
- SUPDUP
Close window on exit:
() Aways () Never (®) Only on clean exit
About Help Open Cancel
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SSH. Windows

PuTTY Configuration ? X
Category:
- Features A Options controlling SSH authentication
= Window
- Appearance Display pre-authentication banner (SSH-2 only)
- Behaviour [ ]Bypass authentication entirely (SSH-2 only)
- Translation _ : _ iy
- Selection |:| Disconnect if authentication succeeds trivially
- Colours Authentication methods
=} Connection o _
..Data Attempt authentication using Pageant
- Proxy [ ] Attempt TIS or CryptoCard auth (SSH-1)
= SSH Attempt "keyboard-interactive” auth (SSH-2)
- Kex
- Host keys Authentication parameters
[-jer [ ] Allow agent forwarding
| U
CTTY |:| Allow attempted changes of username in SSH-2
X1 =Private key file for authentication-
~Tunnels | | Brow
-Bugs —
- More bugs
- Serial
- Telnet
- SUPDUP
v
About Help Open Cancel
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SSH. Linux

« SSNh-KNUEHT yXXe eCTb B CUCTEME

« Ecnu Her, T0: sudo apt-get install openssh-client
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SSH. Linux

 [lepen co3gaHuem knodva yoegmTtech, YTo OH
ewe He co3naH: Is -1 ~/.ssh

« Ecnu B BbiBoae pavnel id_rsa/id_dsa, To
HY>XHbIW KIHOY y>Ke eCTb, co3daBaTb He
TpebyeTcs

I.‘ LLL - -\
£ | CynepKomnbioTepHas
li| AKanlemun



SSH. Linux

« Ssh-keygen -t rsa -b 4096 -f ~/.ssh/id_rsa hpc

« 3aKpbITbIK ssh-kntod (identification) bynet
coxpaHeH B ~/.ssh/id_rsa_hpc

« OTKPbITbIN Ssh-kntod (public key) byaoet
coxpaHeH B ~/.ssh/id_rsa_ hpc.pub
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SSH. Linux

 [lony4yeHue fingerprint:
ssh-keygen -| -f ~/.ssh/id_rsa_hpc.pub

« [lepenmeHoBaTb Kntod edu-acad2023-Nxx.pub
« Agpec ans kntoven: academy-hpc@yandex.ru

« ELLle bonee noapobHo
https://wiki.cs.msu.ru/Main/SSHKeysManual
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