Kymaruu C.A.

Kypc « AMUHUCTPUPOBAHNE CYMNepPKOMIMbIOTEPOBY» 1/54



SSH

3aKpbITbIN OTKPbITbIV
YR
= o DI¢
}‘ /\ /\ 1 ‘ - a \
\/ > B \:/ > \/’\" \\/’\"
(O (- o~~~
| R - ‘ ‘ “‘\ / ;
L -
N
3anpoc

—_—

wndop(123qwe)

Kypc « AMUHUCTPUPOBAHNE CYMNepPKOMIMbIOTEPOBY» 2/54



letc/ssh/sshd_config

AllowUsers / AllowGroups (DenyUsers/...)
X11forward

UselLogin

Banner

PermitRootLogin without-password
PubkeyAuthentication yes

PasswordAuthentication no
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Match:

User, Group, Host, Address

AuthorizedKeysFile, Banner, ChrootDirectory,
ForceCommand,MaxAuthTries, MaxSessions,
PasswordAuthentication,
PermitEmptyPasswords, PermitRootLogin,

PubkeyAuthentication, X11Forwarding
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AcceptEnv / SendEnv

Match Address 10.0.0.0/8
PasswordAuthentication yes
KbdlInteractiveAuthentication yes
PermitRootLogin yes
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.ssh/authorized_keys:

command="......" ssh-rsa r123hbedf123h12g...
.ssh/config:
Host work

Address 1.2.3.4

User pupkin

|dentityFile ~/.ssh/work
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[NocTtyn 6e3 naporneun:
ssh-keygen -N " -q [-0 ~/.ssh/id_rsa]

Id_rsa = 3aKpbITbIN KoY,

Id_rsa.pub = OTKPbITbIX KoY

.ssh/authorized keys — OTKpbITbI€ KMO4M
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Putty

>Putty / puttygen

E PuTTY Key Generator

-

File Key Conversions Help

Key
EuLIin:: key for pasting into OpenS5SH authorized_keys file:

- - ]

vl

Key fingemrint : ;13:dE:dE:bﬁ:Sﬁ:cﬂ:eE:Ed:ad:dE:e'E:Ed:TB:Hd
Key comment; .

Key passphrase: IE |
Corfimn passphrage:| _Beigemvresce .
Actions |
(Generate a public/private key pair [ Fenerate

Load an existing private key file [ Load

Save the generated key Save public key ] [ Save private key

)
)
)

Parameters

Type of key to generate:
() 55H-1 (RS8) {)55H-2 RSA

Mumber of bits in a generated key:

(¥) 55H-2 DSA
2048

B2 puTTY Configuration

Kypc « AODMUHUCTPUPOBAaHUE CYNePKOMMNbIOTEPOBY

Categony:
. =~ Teminal 'A]' Dptiuns c:urrtmllin_g 55H authentication
Keyboard |
Bzl | | ] Bypass authentication entirsly (SSH-2 only)
Wi dFeatures Authentication methods
=1 Window
Appearance Attempt authentication using Pageant
Bahiaviour: ] Attempt TIS or CryptoCard auth (SSH-1)
Translation Attempt “kevboardinteractive” auth (S5H-2)
Se:eminn Authentication parameters
olours
S Corniedion (] Allow agent forwarding
Diata = ] Allow attempted changes of usemame in 55H-2
Proogy Frivate key file for authentication:
Telnet
Rlogin
=-55H
TTY
X1 i
Tunnels |
Bugs Rl
Ahowt ] ’ Help Open l ’ Cancel ]
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YpaseHHbIN BOCTYyn:
sftp/scp

Linux: scp / mc / Dolphin / Nautilus / Filezilla /

+sshfs
Windows: FAR / WinSCP / Filezilla / ...

ssh-agent / pagent
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YyeTHble 3anUucum

LDAP
NIS+

Passwd + rsync
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# yum 1nstall openldap-servers openldap-clients
nss ldap

# cd /etc/openldap/
# cp DB CONFIG.example /var/lib/ldap/DB CONFIG
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OpenLDAP ycTaHOBKa 2

# slappasswd
>>> {SSHA }ABCDEF1234567890

# v1 /etc/openldap/slapd.conf
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OpenLDAP ycTtaHOBKa 3

database bdb

suffix "dc=ldap,dc=server,dc=ru"

rootdn "cn=Manager,dc=ldap,dc=server,dc=ru"
rootpw {SSHA } ABCDEF1234567890
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Inc!
Inc]
Inc]
Inc]
Inc!
Inc]
Inc]

ud
ud
ud
ud
ud
ud

ud

CENCENCENCENCENCEN G

/etc/o;
/etc/o

nenl
nenl
nenl

/etc/o;

/etc/openl
/etc/openl
/etc/openl
/etc/openl

ap/sc
ap/scl
ap/sc
ap/sc
ap/sc
ap/sc

nema/core.schema
hema/cosine.schema
nema/inetorgperson.schema
nema/nis.schema
nema/redhat/autofs.schema
nema/openldap.schema

ap/sc
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hema/misc.schema
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# service ldap start
# cat /etc/openldap/ldap-init.1dif

dn: dc=ldap,dc=server,dc=ru

objectclass: dcObject

objectclass: organization

o: Servidor LDAP Idap

dc: ldap

dn: cn=Manager,dc=ldap,dc=server,dc=ru
objectclass: organizationalRole

cn: Manager
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# /usr/bin/ldapadd -a -x -D 'cn=Manager,dc=Ildap,dc=server,dc=ru' -W
-f ldap-init.1dif

> Enter LDAP Password:
adding new entry "dc=ldap,dc=server,dc=ru"

adding new entry "cn=Manager,dc=Idap,dc=server,dc=ru"
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# ldapsearch -h 127.0.0.1 -x -b "dc=ldap,dc=server,dc=ru"
# ldap.server.ru

dn: dc=Ildap,dc=server,dc=ru

objectClass: dcObject

objectClass: organization

o: Servidor LDAP ldap

dc: Idap

# Manager, ldap.server.ru

dn: cn=Manager,dc=Idap,dc=server,dc=ru
objectClass: organizationalRole

cn: Manager

# search result

search: 2

result: 0 Success

# numResponses: 3

# numkEntries: 2
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# openssl passwd -1 -salt 12312345

# vi user.ddif

dn: uid=userl,dc=Idap,dc=server,dc=ru
uid: userl

cn: userl

objectClass: account

objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
userPassword: {crypt}$1$12312345$xxxyyyaaazzzwwweee
shadowLastChange: 14335
shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/userl

gecos: userl
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OpenLDAP ycTtaHOBKa 8

# ldapadd -a -x -D 'cn=Manager,dc=ldap,dc=server,dc=ru' -W -f user.ldif
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# cat /etc/ldap.conf

host 127.0.0.1

base dc=ldap,dc=server,dc=ru

rootbinddn cn=Manager,dc=Idap,dc=server,dc=ru

port 389

scope sub

pam_filter objectclass=posixAccount

pam_login attribute uid

nss base passwd ldap,dc=server,dc=ru?sub?objectClass=posixAccount
nss base shadow ldap,dc=server,dc=ru?sub?objectClass=posixAccount
nss base group ldap,dc=server,dc=ru?sub?objectClass=posixGroup
ssl no

pam_password md5
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OpenLDAP ycTtaHoBKa 10

# echo PASSWORD > /etc/ldap.secret
# chmod 600 /etc/ldap.secret
# chmod root:root /etc/ldap.secret

# cat /etc/mnsswitch.conf
passwd: files ldap
shadow: files ldap
group: files ldap
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# grep ldap /etc/pam.d/system-auth
auth sufficient /lib/security/pam_ldap.so use first pass
account sufficient /lib/security/pam_ldap.so

password sufficient /lib/security/pam_ldap.so use authtok
session optional /lib/security/pam_ldap.so

autoconfig
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DN=Distinguished Name
CN=Common Name
O=organizationName
OU=organizationalUnitName
DC=domainComponent

UID=userld
-X [lpocTaga ayTeHTUdmnKaUns
-D «cn=...,dc=...» bind
-W ... -W password
-y /... Password file
-h host agpec
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phpLDAPadmin
LDAP Account Manager

OpenLDAP / Fedora Directory Server / Apache
Directory Project / Mandriva Directory Server
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€ JIeJIalTe TaK :
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Y4yeTHble 3anucu: passwd

passwd, shadow, hosts, tcb, group, ...

Rsync — TonbKO € y3710B!

$ rsync -a server:/etc/passwd /etc/passwd

Kypc « AMUHUCTPUPOBAHNE CYMNepPKOMIMbIOTEPOBY» 27/54



ynpasBJjieHue

e SsSh

e Ssh + bash
* pdsh
 [IPMI /ILO
« iKVM
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$ pdsh -w 'node-[01-10]' 'w| grep loadaverage'

-a BbIMOJSTHUTb KOMaHA4y Ha BCEX MalLUMHaX,
nepeyncrieHHbIx B hostfile (cm. HLxe)

-W BbIMOSTHUTb KOMaHAy Ha NepevYncrieHHbIX y3nax.
Cnincok 3agaeTcs Yepes 3andaTyto (6es npobenos),
MO>HO UCMOJSIb30BaTh AMana3oHbl YNCcern, Hanpumep
node-[10-20]. Ecnu B kKa4yecTBe cnucka ykasaH '-', TO
CMNUCOK YMTAETCHA CO CTaHOapTHOro BBoAA.

-X NUCKJTHOYNTDL MNMepeyvHncCrieHHble Y3Jibl

-J  3anycTuTb KOMaHAy Ha y3nax nepeyncneHHbIX rpynr,
CMMNCOK rpynn 3aJaeTca Yepes 3anaTyto
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-f 3aaTb YACJI0 MapaljiiesibHblIX MOTOKOB UCMNOJIHEHUA

-u 3agaTb TaMayT B CEKyHAaX BbINOMHEHUA KOMaHObl Ha
y3ne (No yMmonyaHuo TanmayTta HeT)

-| BbINONMHATE KOMaH4Y OT UMEHU YKa3aHHOro
nonb3oBarend (aHanorn4yHo ssh)

-b [lpekpaLwiaTb BbinonHeHne no Haxatuto Ctrl-C (no
ymMmon4yaHuio no Haxatuio Ctrl-C Bblgaétca TekyLwmnm
CTaTyC BbINOMIHEHMUSA, @ N0 BTOPOMY BbINOSNIHEHME
npekpawiaeTrcs)
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/etc/pdsh/machines
/etc/dsh/group/{g1,92,93...}
~/.dsh/group/{g1,92,93...}

WCOLL = nma dpanna co cnmMckom y3ros
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Ctri+a

C = create

k = kill

d = detach

n = next

p = prev.

h/H = hardcopy/start log
C-x = lock
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ipmitool

modprobe ipmi_devintf
Ipmi_Si
Ipmi_msghandler

lpmitool -1 lan/lanplus -H host -U user
-P password COMMAND
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KomMmaHAabl:

lan HaCTpOWKa CeTu

power on/off/reset/cycle

mc yrpaBrieHNUe KOHTPOMNEPOM
sensor neyartb JaT4MKOB

sol activate

user yrpasreHue nosib3oBaTensamMmu
channel HaCTpOWKa KaHarnoB

session MHPOPMaLIMA O ceccumn

shell BBOJ KOMaHO MHTEPAKTUBHO
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# ipmitool lan print

Set in Progress : Set Complete

Auth Type Support : NONE MD2 MD5 PASSWORD

Auth Type Enable : Callback : NONE MD2 MD5 PASSWORD
: OEM : NONE MD2 MD5 PASSWORD

IP Address Source : Static Address

IP Address : 172.21.30.111

Subnet Mask : 255.255.255.0

MAC Address : 00:e0:81:46:0b:7d

Default Gateway IP : 0.0.0.0

Default Gateway MAC : 00:00:00:00:00:00

Backup Gateway IP : 0.0.0.0

Backup Gateway MAC : 00:00:00:00:00:00

802.1q VLAN ID : Disabled

802.1q VLAN Priority : 0
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# ipmitool lan set

usage: lan set <channel> <command> [option]

LAN set commands:
ipaddr <x.X.X.x>
netmask <x.x.x.x>
macaddr <X:X:X:X:X:X>
defgw ipaddr <x.x.Xx.x>
defgw macaddr <x:x:Xx:X:X:x>
bakgw ipaddr <x.Xx.x.x>
bakgw macaddr <x:Xx:Xx:X:X:x>
password <password>

channel

Kypc «AOMUHUCTPUPOBAHME CYNEPKOMMbIOTEPOB»

Set
Set
Set
Set
Set
Set
Set
Set

channel IP address

channel IP netmask

channel MAC address

default gateway IP address
default gateway MAC address
backup gateway IP address
backup gateway MAC address
session password for this
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GRUB/LILO Anpo init + cuctema

B

initrd
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CeTeBasd 3arpy3ka

bootp/dhcp+tftp
pxeLinux

) - b6 \NFS
CeTb | A .
< f init + cnctema

— nitrd >
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OpaHoBpeMeHHast 3arpyska
KaTtanoru /var, /tmp, /etc
Pa3nen noakadku

Mma y3na

Syslog
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DHCP (Dynamic Host Configuration Protocol)
BOOTP

[TopT: 67 (68)

DHCPDISCOVER DHCPOFFER
DHCPREQUEST DHCPACK
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max-lease-time 1200;
default-lease-time 600;
ddns-update-style none; ddns-updates off;

subnet 10.0.0.0 netmask 255.0.0.0 {
range 10.0.5.0 10.0.5.100;
allow unknown-clients;

allow bootp;

filename "pxelinux.0";

next-server 10.0.0.2;

option routers 10.0.0.2;

option ntp-servers 10.2.0.1;

option domain-name-servers 10.0.0.1,10.0.0.2;

host monitor-1 {
fixed-address 10.0.0.11;
hardware ethernet 00:30:48:7E:00:42;
option host-name monitor-1;

}

}
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Syslinux — /var/lib/tftpboot

pxelinux.cfg/default

default myimage
prompt 1
timeout 5

label myimage

kernel img1/vmlinuz

append 1nitrd=1mg1/initrd ip=dhcp root=/dev/nfts
nfsroot=10.0.0.2:/noderoot.new,rsize=8192,wsize=8192. retrans
=10,soft,intr console=tty0 console=ttyS1,115200n8
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danjIoBBIN CEPBEP

CepBep apXUBUPOBAHUSA

JInckoBbil MaccuB - NAS / pactipeaencéanas OC
1SCSI / ATA over Ethernet / ...
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CeTeBble (baunJsioBble
CUCTEeMbl
NFES
PanFS

Lustre

GPFS

GlusterFS

GFS
Hadoop/GoogleFS/...
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RPC, portmap

portmap, nfsd, mountd

Yucno nfsd-mmpoueccoB ~ YHCI0 aKTHBHBIX
KJIMCHTOB
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NFS

/etc/exports: cnnMcok aKCnopTUpyeMbIX PannoBbIX CUCTEM
/[path/to/fs  komy_ MoXxHO(onuun) [KOMy MOXXHO(oMumn) ...]
KOMY_ MOXHO: *, 1.2.3.4/24

onuuwm:
(no_)root_squash
sync/async
no_subtree check
ro/rw

exportfs -v / -r
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/etc/exports
/export/dir hostl,host2,host3(rw,root squash)

all_squash BCE Nosib3oBaTenu KnneHta dyaet umeTb npasa nobody
(CM. HUXe) Ha cepBepe

anonuid Nnosib3oBaTerb, NpaBa KOTOPOro OyayT AaHbl KNUeHTam
npu onepaumsax root_squash nnu all_squash (no
ymMosiyaHuto — nobody)

anonguid aHanorMm4yHo anonuid, Ho anga rpynnol

(no_)subtree_check He npou3BoanTL NPOBEPKM NpaB Mosib3oBaTenen B
KaTanorax Bbille TOYKM MOHTUPOBAHUA

async NO3BONUTb CEPBEPY MOATBEPXKAaTb onepauumn 4o ux
peanbHOro BbINOMHEHMS

syncC noarBepXXaatb oriepauni TorbKoO NMocsie nx BblMNOJTHEHUA.
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/etc/fstab

1.2.3.4/export/dir /dir nfs rw,sync0 0

soft/hard

retrans=n
rsize/wsize=n

ac/noac
proto=udp/tcp
intr/nointr
acl/noacl
nfsvers=N
sync/async

lock/nolock

Kype e e

hard (no ymon4aHuio) 3acTaBrisieT KNUeHTa NOBTOPATL 3arnpoc
00 Tex rnop, noka He ByadeTt nony4yeH oTBeT. soft npekpallaet
NOCLISIKN nocne retrans NOCbINOK

YMCNO NepenockINoK 3anpoca cepBepy

MaKCUMarbHbIW pasmMep nakeTa ang onepaumn YteHms/3anmcum
B OamTtax

KIMMEHT MOXET/HET KelumpoBaTb aTpmnbyTsl hannos.
Kakou NPOTOKOS UCnosib3oBaTh ANs COeauHEeHUd

MO>XHO/Herb34 npepbiBaTh (pansiosbie onepaumnm
ncnonb3oBaTb/HET BcnomoraTtesibHbi NpoTokon NFSACL
ncnonb3oBatb Bepcntio NFS N

OTCbIJ1aTb AaHHble CepBepy A0 BbIXOo4a U3 CUCTEMHOIO BbI30Ba

pa3peu_||/|Tb/HeT Ncnosrb3oBaHMe OOMNOJTHUTESNbHOIO NMPOTOKOJ1a,

nossonsoulero genatb Bbi3oB flock ans dpannos Ha NFS 48/54
Sttt i e



$ exportfs -r

$ exportfs -a

$ showmount -a

$ showmount -e
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YnpasJsieHue: 0 1OKMPOBKM

e He paboTtatoT anga ssh. MoxHo

chage -E1 (-E -1) .
BKJTIOMUTb U HACTPOUTb pam,

pas swd -L Torga 3apaboTator.

chmod 0 .ssh/authorized keys
pam _listfile

pam_access
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YnpasJsieHue: 0 1OKMPOBKM

pam_access:

/etc/security/access.conf

+/- : KTO : OTKYyA

+ : root (@sudo : crond :0 ttyl tty2 tty3
- :root : ALL

+ : (@sudo : 192.168.

- : (@sudo : ALL
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JlnuckoBrie: quota/quotacheck/setquota

setquota -u | -g NAME -a | /dev/sda
repquota ...
quotaon/quotaoff

quotacheck
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[Iponieccop, mamsTh, u T. I1.; ulimit
/etc/secure/limits.conf
ulimit -1 = locked memory

limit -s = stack size

u
ulimit -u = user processes
u

limit -t = cpu time
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letc/security/limits:

*

soft cpu
@users hard nproc

letc/securetty
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